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1
Decision/action requested

It is proposed to add the following update to the TR in [1]
2
References

[1]
3GPP TR 33.875 Study on enhanced security aspects of the 5G Service Based Architecture (SBA); (Release 17)
3
Rationale

This contribution proposes a solution for Key Issue #7 "Authorization mechanism determination".

4
Detailed proposal

*** BEGIN CHANGES ***

6.Y Solution #Y: Authorization mechanism based on access token requested by the SEPP

6.Y.1
Introduction
This solution addresses Key Issue #7 "Authorization mechanism determination".

It is assumed that there exists an agreement about the authorization requirement and support between two PLMNs. To be able to interoperate when the serving PLMN uses static authorization and home PLMN uses OAuth 2.0 authorization framework, it shall be agreed that NFp at hPLMN shall grant service level access for NFc at vPLMN, based on the access token requested by the pSEPP.

pSEPP shall have direct access to hNRF.

The solution is based on the following new functionality

-
pSEPP will check if OAuth 2.0 is required, either by local configuration or checking with hNRF

-
pSEPP will request access token on behalf of the NFc

-
pSEPP will insert access token in the service/subscription request

-
hNRF will verify pSEPP and bypass the NFc check

-
NFp will add SEPP as allowed NF type

6.Y.2
Solution details
hNRF knows that the access token request has originated from a SEPP, either based on a new IE (for example, setBySepp is set as True) or by using an existing IE (for example, nfType set as “SEPP”). Based on local policy configuration, hNRF issues the access token.

Local policy configuration in pSEPP can be used to enable or disable the originating access token request on behalf of NFc. The enabling or disabling can be controlled in a more flexible way like per consumer PLMN or per consumer PLMN ID, which depends on the roaming agreement.

It is also possible that pSEPP is configured with NF types that are allowed to be accessible per serving PLMN in policy. Additionally, as the allowed NF types is preconfigured, the pSEPP may possibly pre-acquire the access token per allowed NF type (with long expiration time) for future use. pSEPP at home PLMN originates the AccessTokenReq on behalf of NFc with IEs as seen below.

	Attribute name
	Data type
	P
	pSEPP

	grant_type
	string
	M
	"client_credentials"

	nfInstanceId
	NfInstanceId
	M
	pSEPP's instance Id

	nfType
	NFType
	C
	SEPP

	targetNfType
	NFType
	C
	set it according to API name of the service/subscription request

	scope
	string
	M
	set it to all supported NFp service names, or the specific service name mapped from the API

	requesterPlmn
	PlmnId
	C
	set it according to pSEPP knowledge when NFc only supports one PLMN ID

	requesterPlmnList
	array(PlmnId)
	C
	set it according to pSEPP knowledge when NFc supports more than one PLMN ID

	targetPlmn
	PlmnId
	C
	set it according to pSEPP knowledge when there is only one PLMN ID related to the target NFp

	targetPlmnList
	PlmnIdList
	C
	This is a proposed new IE
set it according to pSEPP knowledge when there are more than one PLMN IDs related to the target NFp

	setBySepp
	boolean
	O
	This is a proposed new IE
Set it as True and used by hNRF when static authorization is used in serving PLMN and OAuth2.0 is used in home PLMN


(The information elements above are found in [3], clause 6.3.5.2.2 Type: AccessTokenReq, and is a subset of Table 6.3.5.2.2-1: Definition of type AccessTokenReq)

NOTE: targetPlmnList is an example of the new IE to provide target PLMN information when there is more than one PLMN ID related to the target NFp. 

setBySepp is an example of the new IE to indicate that the AccessTokenReq is originated from a SEPP and used by NRF/NFp for relevant special handling.

hNRF at home PLMN grants the AccessTokenClaims with IEs below:
	Attribute name
	Data type
	P
	hNRF

	iss
	NfInstanceId
	M
	 

	sub
	NfInstanceId
	M
	pSEPP's instance Id

	aud
	Audience
	M
	 

	scope
	string
	M
	 

	exp
	integer
	M
	The expiration time should be set according to security policies, considering that SEPP may cache tokens to increase efficiency.

	consumerPlmnId
	PlmnId
	C
	In normal roaming case, consumerPlmnId is to be interpreted for subject (sub IE), but for the pSEPP use case, the PLMN ID for the subject (i.e., pSEPP instance) is as same as PLMN ID for the audience (i.e., NFp instance), so hRNF does not need set consumerPlmnId for pSEPP use case.

	producerPlmnId
	PlmnId
	C
	In the normal roaming case, producerPlmnId is to be interpreted for audience (aud IE), but for pSEPP use case, the PLMN ID for the subject (i.e., pSEPP instance) is as same as PLMN ID for the audience (i.e., NFp instance), so hRNF does not need set producerPlmnId for pSEPP use case.


(The information elements above are found in [3], clause 6.3.5.2.4 Type: AccessTokenClaims, and is a subset of Table 6.3.5.2.4-1: Definition of type AccessTokenClaims)
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1. 
Since static authorization is used in the serving network, NF service consumer sends service/subscription request (without access token) to cSEPP.

2. 
cSEPP forwards the service/subscription request (without access token) to pSEPP.


pSEPP checks whether OAuth2 is required or not, either by local configuration or by checking with hNRF.


pSEPP may know that OAuth2.0 is required by local configuration.

3. 
Alternatively, pSEPP sends NF service discovery request to hNRF.

4. 
hNRF sends NF service discovery response to pSEPP. From hNRF response, pSEPP knows that OAuth 2.0 is required by NFp.

5. 
pSEPP sends Access token request to hNRF.


hNRF authenticates pSEPP.


hNRF determines that the access token request is originated by SEPP and bypasses the NFc information check. 

6. 
hNRF sends Access token response to pSEPP with granted Access token claim.

7. 
pSEPP inserts access token in the service/subscription request and sends it to NFp.


pSEPP may store the access token for future re-use as an optimization.


NFp authenticates pSEPP.


NFp verifies the access token.

8. 
If authorization is ok, NFp sends service/subscription response to pSEPP.

9. 
pSEPP forwards service/subscription response to cSEPP.

10. cSEPP forwards service/subscription response to NFc.
6.Y.3
Evaluation
TBD
*** END CHANGES ***
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